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Hello!

my name is Hendri Karisma

e Technical Lead
e Working on platform system
e Before working for Al and DevEx
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Micro-services

an architectural style that structures an application as a collection of
services

. Highly maintainable and testable

. Loosely coupled

. Independently deployable

. Organized around business capabilities
. Owned by asmall team
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Monolith vs Microservices?
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Why microservices?

Wish our system could :
e Small so more modular, tackles the complexity issue. Lightweight
e Reusability
e Reliable
e Eachserviceindependent:
o loosely coupled
o Scalability
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Challenge microservices?

e Communication: Latency and complexity

e Database: each services have their own
database, transaction

e TJesting: Integration testing

e Changes: could impact multiple services

e Deployment: machines x services,
configuration, secrets management,
monitoring
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Communication
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Orchestration

Entails actively controlling all elements and interactions like a
conductor directs the musicians of an orchestra

One service controller handles all communications between
microservices, and directs each service to perform the intended
function.

Disadvantage:

e the controller needs to directly communicate with each service and
wait for each service’s response

e impacted by downstream network and service availability (latency)

e More tight coupling then we could say it's a distributed monolithic.
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Choreography

Asynchronous process: Each service works independently and
consumes the data that relates to it to perform its task.

Event Driven Architecture
Decouples client from the service
Message Buffering

Flexible style

Tech: RabbitMQ, Apache Kafka, ActiveMQ, etc
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Event Driven #1
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Event Driven (Data Aggregation

Find Customar
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Event Driven (Data Logging)
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Sample App Architecture
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Configuration
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Configuration #2
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Service Discovery
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Configuration #3
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Secrets

Read/Write from DB
< > 'l-
v, 4
apps | Create DB credentials ‘ DBs
1 | '\

|
username: root

‘ password: newpassword

Rotate the root

App gets a unique set of DB

credentials 10 connect credentials
s =
username: Xxxxx — username: root
password: ppppp Vault password: password

policies

COOOJ < / Define secret
O

Security Team
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Deployment

e C(lassic:ontop Bare metal server or VM
e Using Virtual machine for each instance (app node)
e Using Container and Container Orchrestation
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Deployment #1

Host (Physical or VM)

SERVICE-A SERVICE-B
INSTANCE-1 INSTANCE-1

Host (Physical or VM)

SERVICE-A SERVICE-B SERVICE-C
INSTANCE-2 INSTANCE-2 INSTANCE-2
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Deployment #2
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Deployment #3
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DevOps

DevOps is the combination of cultural philosophies,
practices, and tools that increases an organization's
ability to deliver applications and services at high
velocity: evolving and improving products at a faster
pace than organizations using traditional software
development and infrastructure management

processes. “ ‘

Ops
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DevSecOps

Now, in the collaborative framework of DevOps, security is a
shared responsibility integrated from end to end.

The term "DevSecOps" to emphasize the need to build a
security foundation into DevOps initiatives.

It also means automating some security gates to keep the
DevOps workflow from slowing down.
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Tech to Support DevSecOps

Automation Server: Jenkins, Bamboo, Github Action, travis, circleci, ansible, etc

&
e Infrastructure as code/CLI: AWS SDK, GCP SDK, terraform, chef, etc
e Registry/Repository : docker hub, helm, GCR, etc
¢ Security scanner : Sonarqube, trivy, etc
e Container Orchestration: Kubernetes, Docker swarm
e Configuration & Secret : vault & consul
e (Code Repository: bitbucket, github, gitlab, etc
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Jenkins

An open source extensible automation server. It helps
automate the parts of software development related
to building, testing, and deploying, facilitating
continuous integration and continuous delivery.

E_ Jenkins

3
@

Jenkins Pipeline

X’ it & Add deseripti o
% Checkout Build Test Stagin Prod i
ecHou = BINg e S s Welcome to Jenkins!
™ = 3 I%L0
HNAG
Firefox &ty i Start building your software project
®a Lockable Resources
= Create & job
‘h@—) B Hew View
Set up a distributed build
Edge  puildQue ve
Set up an Sgent
Conlfigure a cloud =3
Build Exscytor Status
Learn moré about disbributed buildd
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Docker

an open source containerization platform. It enables
developers to package applications into

containers—standardized executable components

combining application source code with the operating

system (OS) libraries and dependencies required to
run that code in any environment.

Containerized Applications
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Kubernetes

Kubernetes is an open-source container orchestration system for
automating software deployment, scaling, and management. Google
originally designed Kubernetes, but the Cloud Native Computing

Foundation now maintains the project.

also known as K8s. K8s could automate the deployment, scaling,
and management of containerized applications.
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Kubernetes

App App App

Container . Container
Operating System * Hypervisor Container Runtime
Operating System Operating System

-

Traditional
Deployment Virtualized Deployment Container Deployment
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Kubernetes
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Helm and Helm Chart
A The

HELM package manager
M for Kubernetes

e helps you manage Kubernetes applications — Helm Charts help you
define, install, and upgrade even the most complex Kubernetes
application.

e Helm Charts are simply Kubernetes YAML manifests combined
into a single package that can be advertised to your Kubernetes
clusters. Once packaged, installing a Helm Chart into your cluster is
as easy as running a single helm install, which really simplifies the
deployment of containerized applications.
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Sonarqube

SonarQube is a Code Quality Assurance tool that collects and
analyzes source code, and provides reports for the code
quality of your project. It combines static and dynamic
analysis tools and enables quality to be measured continually
over time.

o & SonarQube Findbugs Plugin
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Sonarqube

SonarQube is a Code Quality Assurance tool that collects and
analyzes source code, and provides reports for the code
quality of your project. It combines static and dynamic
analysis tools and enables quality to be measured continually
over time.

o & SonarQube Findbugs Plugin
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Trivy

e Trivy (tri pronounced like trigger, vy pronounced like envy) is a simple and
comprehensive scanner for vulnerabilities in container images, file systems, and Git

repositories, as well as for configuration issues.

e Trivydetects vulnerabilities of OS packages (Alpine, RHEL, CentOS, etc.) and
language-specific packages (Bundler, Composer, npm, yarn, etc.).

e |naddition, Trivy scans Infrastructure as Code (1aC) files such as Terraform, Dockerfile
and Kubernetes, to detect potential configuration issues that expose your deployments

to the risk of attack.
e https://aquasecurity.github.io/trivy/v0.21.3/
Vulnera':ﬁhtlf Vulnerability H'is.tonﬁﬁ«umtinn] Vulnerability Misconfiguration
| Container Imo-ges. F’i[e_sysfe.m Gn"ﬁ Reposrtnﬁe.s 7

Trw l

@ Vulwnbil?ty/ Hianonﬁgumtinn Scanner
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Artifact and Image Repository

e For App Artifact could use Jfrog Artifactory,
Nexus, devpi for python, etc
e Docker Image (registry) : GCR, ECR, GCR
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Create Repository for Images

Base Image for Build

Base Image for Development

Default base image

Jenkins pipeline

Create standard for the project structure
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APM (Application Performance Management

e the monitoring and management of performance
and availability of software applications. APM
strives to detect and diagnose complex application
performance problems to maintain an expected
level of service.

e Jools: DataDog, New Relic, Splunk, ELK Stack

(Elasticsearch Logstash Kibana), Grafana,
Promotheus

© Dpata
1) Processing

A

eStorage © visualize

logstash elasticsearch
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ELK Stack #1
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ELK Stack #2

Ingested Search
s | Bie— :
Logstash Elasticsearch
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ELK Stack #3

APM [/ testamp [/ request / GET /getMews Beta feedback € @ Last 15 minutes
‘ kibana

D v
UL St GET /getNews

() Dashboard Response times Requests per minute
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L 1 ms L] L] 45,1 rpm @ 22.1 rpm

Machine Lear ning i I ) rl
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Monitoring

Management

Response time distribution

Transaction sample | @ View transaction in Discover

12 minutes ago ntep:/flocalhost: 5000/getNews
.!. elastic Imeline Request Response System ADD User Tags Customn
"EI Logout
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Kubernetes Dashboard

kubernetes Q. Search + CcrREATE | O

Cluster

CPU usage Memory usage ()
Namespaces
Nodes 0.095 1.57 Gi
Persistent Volumes = ]
: 0.063 = 1.05Gi
Roles = 0042 > 715 M
o E
Storage Classes 2 0.021 2 358 Mi
19:25 1926 19:30 19:33 19:36 19:39 19:25  19:26 19:30 19:33 19:36 19:39
Namespace
Time Time
kube-system =
Workloads
Overview
Workloads Workloads Statuses
Cron Jobs

Daemon Sets

Deployments

Jobs
Pods
Daemon Sets Deployments Pods Replica Sets
Replica Sets
Replication Controllers
Stateful Sets Daemon Sets =
biscovery and Load Balancing Name S Labels Pods Age = Images
Ingresses , . o - .
@ digitalocean-flexplugin-deploy app: digitalocean-flexplugin-de.. 4/4 a day quay.io/external_storage/digitaloc = s
Services :
START TO LEAD @ kube-flannel-ds app: flannel  tier: node 4/4 4 days quay.!ufcurmsfﬂanneI.vl}.‘i Sy =
quay.io/coreos/flannel:v0.10.0-amr
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Kubernetes Dashboard

. £) Logs - Kubernetes Dashboard X +
C Y @ localhost:8( ! ; i % & ©

kubernetes Q, Search T CREATE o

= Logs
Cluster
Logs from heapster * in heapster-ghgér - A T & W 0 5
Namespaces —_—
I1289 16:55:89.,727544 1 heapster.go:78] /heapster --source=kubernetes.summary_api:’'' --sink=influxdb:http://monitoring-
Nades influxdb:8086 --metric_resolution=68s
Persistent Volumes 11209 16:55:89.,727831 1 heapster.go:79) Heapster version v1.5.3
[1289 16:55:89. 728877 1 configs.go:61] Using Kubernetes client with master "https://18.96.8.1:443" and version v1
Roles 11269 16:55:89.728203 1 configs.go:62)] Using kubelet port 18255
E1269 16:57:22 .890834 1 influxdb.go:297) issues while creating an InfluxDB sink: failed to ping InfluxDB server at

Storage Classes g ) e . A N i I
monitoring-influxdb:8886" - Get http://monitoring-influxdb:86886/ping: dial tcp 18.96.149.9:8886: getsockopt: connection timed out,

will retry on use

11289 16:57:22.891606 influxdb.go:312] created influxdb sink with options: host:monitoring-influxdb:8086 user:root db:k8s
: 11289 16:5/7:22.891633 heapster.go:282] Starting with InfluxDB Sink
kube-system v : g i e 2
11209 16:57:22.891638 heapster.go:202] Starting with Metric Sink
11209 16:5/7:22.1151/75 heapster. :11?] Starting heapster on port BH82
Overview 11289 16:58:85.874575 influxdb.go:274] Created database "k8s" on influxDB server at "monitoring-influxdb:8886"
W1289 18:34:88.784456 heapster.go:361] No current data batch available (latest: 2818-12-89 18:22:00 +8888 UTC).
Workloads W1269 18:34:38.714716 heapster.go:381] No current data batch available (latest: 2818-12-89 18:23:88 +8888 UTC).
Cron Jobs

Daemon Sets

Deployments

Jobs
Pods
=\ Replica Sets Logs from 12/9/18 4:55 PM to 12/9/18 6:34 PM UTC s &% 2 i
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App Tech Stack

Programming Language: java, kotlin, python, golang, php
Database: mysql, postgre, sql server, mongodb, redis, etc

Search engine: elasticsearch, solr
Messaging app: RabbitMQ, Kafka

-
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@ BiaQ Optional, pick 1 ficte=h
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DevSecOps Tech Stack

JFrog -
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R ’ 5
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